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JOB TITLE:   Infrastructure Security/Systems Analyst (6 month Contract*) 
DEPARTMENT:  Infrastructure Services/I.T., Guardian Capital Group Limited (“GCG”) 
REPORTS TO:  Senior Infrastructure Analyst, Information Technology 
LOCATION:   Markham, ON 

JOB STATEMENT: 

The Security/Systems Analyst position is responsible for planning, development, implementation and 
support of existing infrastructure computing services, primarily as these systems relate to security in our 
environment. This position works closely with internal client departments to address new requirements 
and pursue enhancements and improvements to existing computing infrastructure .  
 
As part of the IT/Infrastructure Services department, the role of the Security/Systems Analyst is to 
deliver and support high quality, innovative, secure services that address corporate business plans and 
objectives. The incumbent is responsible for assisting in planning and maintaining an efficient and cost-
effective infrastructure that can accommodate expansion and future growth of business services. The 
incumbent will share knowledge and provide expertise and direction on the use of existing computing 
services with a particular emphasis on the security polices, monitoring and implementations. 
 
ESSENTIAL FUNCTIONS: 

 Evaluating, planning, implementing and maintaining I.T. security controls, including not limited to: Firewalls, 
IPS/IDS, Malware protection, Remote access systems, Security incident identification, Data loss protection, 
Network security; 

 Identifying infrastructure systems for security improvement and control opportunities and ensuring that 
improvements and controls address client business needs; 

 Participating in and contributing to I.T. projects, including not limited to: evaluating/implementing security 
controls in existing and new systems, participating in risk assessment of existing and new systems and 
documenting security controls where applicable; 

 Monitoring performance and security for Guardian’s computing systems; 
 Investigating events and providing security incident management response; 
 Performing penetration testing and vulnerability scanning; 
 Conducting network, server and external vulnerability audits and working with vendors to evaluate external 

security vulnerability profile; 
 Providing training, technical assistance and support to internal and external clients; 
 Working with staff on security briefings and training opportunities; 
 Applying, and ensure compliance with, all appropriate I.T. standards (security, architecture, project delivery 

methodology); and 
 Providing backup desktop/network support when required. 

 
 
JOB SPECIFICATIONS: 

 University degree, college diploma or relevant working experience 
 3+ years of progressive computing systems experience 
 1+ year of experience in network security and/or systems security 
 Working experience with Web application servers, virtualization and networking in high availability 

environments 
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 Experience with intrusion prevention, virus detection, firewalls, VPN, encryption, 
authentication/authorization, data loss prevention, certificate services, protocol and traffic analysis 

 Solid understanding of the current IT threat landscape 
 Proven understanding of IT security processes, procedures and tools 
 Strong working knowledge and experience in troubleshooting and implementing Cisco networks – 

SSLVPNs, firewalls, Voice/Data 
 Experience with requirement analysis, product research selection and project planning       
 Excellent interpersonal, communication, and customer service skills  
 Ability to work well independently and in a team environment 
 Requires occasional overtime on weeknights and weekends 
 Requires carrying a blackberry and providing emergency 24 x 7 support 
 Some travel to regional branch offices may be required 
 
COMPENSATION: 

Commensurate with experience 
 

*Based on the needs and requirements of the Infrastructure Services/I.T. department, this position may turn into a permanent role 
following the Contract period. 

 

 
If you are interested in applying for this position, please forward a cover letter and resume in confidence to hr@guardiancapital.com. 

 
Guardian Capital is committed to accessibility in employment and to ensuring equal access to employment opportunities for candidates, including persons with 

disabilities.  In compliance with AODA, Guardian Capital will endeavour to provide reasonable accommodation to persons with disabilities in the recruitment 
process upon request.  If you are selected for an interview and you require accommodation due to disability during the recruitment process, please notify the hiring 

manager upon scheduling your interview. 
 

We thank all applicants for their interest but only those selected for an interview will be contacted. 
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